
 

 

Proofpoint 

External Users – Reading Secure Messages via Web 
Portal 

If a Social Security Number or a Credit Card number is sent to an external 

recipient, it will be delivered via a secure web portal. 

The following sections describe how users external to your organization receive 

and decrypt secure messages through the web portal. 

Reading a Secure Message 

When you receive a secure message, it will look similar to either of these in your 

mailbox: 

 

Select the attachment SecureMessageAtt.html to launch a browser. 

 

Select the attachment SecureMessageAtt.html to launch a browser or select the 

link. Either method will open the email, even if prior to the date listed. 
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Open the Attachment 

Open the Attachment 

If this is the first time you are receiving a secure message, you will be prompted to 
register with Proofpoint Encryption. Otherwise, you will be prompted to log in to 
Proofpoint Encryption. Select the Click to read message button. 

 

Note: Some email and webmail clients display the Proofpoint Encryption 
secure message attachment inline – for example, Mozilla Thunderbird will 
do this. When you select the “Click to read message” link, you will see an 
error message. The solution is to first save the attachment to disk before 
opening it. If your administrator enabled the Decrypt Assist feature, you 
would not see this limitation. 

Registering with Proofpoint Encryption 

The first time you receive a secure message, you will be prompted to create an 

account to register with Proofpoint Encryption. 

You will see the following message the first time you use Proofpoint Encryption 

and also when you initiate a secure message: 

First time here? You’ll be asked to register. 

Already registered? You’ll be asked to log in. 

You will be required to create an account with password reset questions. 

 

 



 

 3 of 6 

 

Depending on how your administrator set up Proofpoint Encryption, you may be 

required to create an account with password reset questions. 

Please note: Your password cannot contain spaces. 

Fill in the fields, select your security question and answer, if applicable, and then 

select Continue. 

Read Your Message 

The Reply, Reply All, and Forward options are available. 

 
If you select Reply, you cannot add more recipients to the message. 
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If you select Reply All, you can add more recipients to the message. 

 
 

If you select Forward, you can add recipients to the message. The recipients may 
or may not be restricted to certain domains according to your organization’s 
security policies. 

 

 

Select Logout when you are done. 
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The next time you want to read a secure message, you will be prompted to log in 
to Proofpoint Encryption using your password. 

 

 

Your Password Expires 

Your password will expire every 90 days. If your password is about to expire, you 

will see the message “Your password will expire in n days” displayed in a secure 

message. 

 

Select the link next to the expiration message to reset your password. 
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If your password expires before you have a chance to reset it, you will be 

prompted to reset it the next time you read a secure message. 

 

Forgetting Your Password 

If you forgot your password, select Forgot Password. 

.  

The password reset procedure depends upon how your Proofpoint Encryption 

account is set up. 

• If you have a security question, you will be prompted to answer the 

question. You will then be prompted to reset your password. 

• If you do not have a security question, you will receive an email message 

with a link in it. Select the link to reset your password. 


